NHO®OPMALIMOHHAS TIAMATKA
JUISI OBYYAIOINXCS

C Ka)KIpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTLCS OO0JIbIIIE, a IITKOJIbHUKN
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeiie PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOOJIEMbI. JTa MaMsATKa
JIOJ>KHA TOMOYb TeOe 0e30IMacHO HaXOAUTECS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHslii BUPYC - 3TO PAa3HOBUIAHOCTb KOMIIBIOTEPHBIX MPOrPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKECHHIO.
B nononHeHne K 3TOMy, BUPYCBhl MOTYT IOBPEAUThH WM MOJHOCTbIO YHUUTOXKHUTh
Bce (haiiyibl U JaHHBIE, TOJIKOHTPOJIbHBIE MIOJIB30BATENI0, OT UMEHU KOTOPOro Oblia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXHUTH
OTIEpAIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1iesoM. B OOJIBLIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3al0UThI OT BpCAOHOCHBIX ITPOrpaMM:

1. Mcnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHO ycTaHaBnuBail mnauth (UU(POBBIE 3aIUIATKH, KOTOPbBIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEIbI0 JOPAa0OTKM MNpPOTpamMMbl) U JIpYyrHe
OOHOBJICHUS CBOECH OTNepaImoHHON cucTeMbl. CKauynBai UX TOJIBKO C O(UITUATIBLHOTO
caifra pa3paborunka OC. Ecnu cymecTByeT peskuM aBTOMaTHYE€CKOr0 OOHOBIICHUS,
BKJIIOYH €r0;

3. Pabotaii Ha cBoeM KOMMBIOTEpPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpAaTOpa. OJTO HE IMO3BOJUT OOJBIIUHCTBY BPEIOHOCHBIX MPOTrpamMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. HWcnonp3ylh aHTUBHPYCHBIE IIPOTPAMMHBIC TIPOJYKTHI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub HU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI TOCTOPOHHUX JIUIL;

6. Mcnonb3yii BHELTHME HOCUTENU HH(POPMALIUU, TaKUe KaK (Ienika, TMCcK Uit
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oOTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJIYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydrie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.



Cerun WI-FI

Wi-Fi - 310 He Buj nepesiaun JaHHbBIX, He TEXHOJIOTHS, & BCErO JIUIIb OpEH]I,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
"WECA", urto o6o3Havyasio cnoBocouetanue "Wireless Fidelity", koTopsiii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joluia apyras abOpeBuaTypa, KOTopas SBJISE€TCS TaKOu
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C
HaAMEKOM Ha CTaHAapT BBICIICH 3BykoBol TexHukH Hi-Fi, uTo B mepeBoie o3Havaer
"BBICOKAsi TOYHOCTB".

Jla, OecriaTHBIM MHTEPHET-IOCTYH B Kade, OTEISIX M adporopTax SBIISCTCS
OTIIMYHOM BO3MOKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMH.

CoBeTblI 10 0€30MaCHOCTH PA0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenaBaii CBOIO JIMYHYIO HHPOPMAIKIO Yepe3 oomenoctynabie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeTbHO HE BBOJAUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEDA;

2. Ucnonb3yit u OOHOBIISIA aHTUBUPYCHBIE MPOTpaMMbl M Opanamayep. Tem
CaMbIM ThI 00€30MacHIIlb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimtoun pyukiuto "O6mmii noctyn K daiinam
u npuHtepam". JlaHHas (yHKUIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBa MCIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonb3yit nyOnmunbii WI-FI ang mepemaum JMYHBIX JTaHHBIX,
HaAIpUMeED IS BBIXOA B COIIMAIBHBIE CETH WM B AJICKTPOHHYIO MTOYTY;

5. Wcnonp3yit Toapko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOunbHOM Tenedone otkmoun (yHkiuio "Tloakmouenne k Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.



ConuaJjbHbIE CeTH

ConmanbHbIe CETH aKTUBHO BXOJAT B HAIlly KH3Hb, MHOTHUE JIIOJM paboTaIoOT U
KHUBYT TaM IOCTOSHHO, a B Facebook yke 3apeructpupoBaH MHUIMap YeJOBEK,
4TO SABJISICTCSI OJTHOW CEeIbMOM BCEX JKUTENIEH IIaHeThl. MHOTHE MOJIb30BaTeNN HE
NOHUMAIOT, YTO WMHGOpPMalLHUs, Pa3MELICHHAs UMHU B COLMAIBHBIX CETAX, MOXKET
ObITh HaliieHa W HWCIOJb30BaHA KEM YTOIHO, B TOM YHCJIE HE 0053aTelbHO C
OJIaruMu HaMEPEHUSIMU.

OcHoOBHEBIE COBETHI 10 0€30IaCHOCTH B COIIMAJIbHBIX CCTAX:

1. Orpannub cUCOK py3el. Y Te0s B IpYy3bsiX HE JOJIKHO OBITh CTy4alHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuinaii cBoO YacTHYIo xu3Hb. He yka3piBait maponu, tenedoHsl, aapeca,
JIaTy TBOETO POKJEHUS U IPYTYIO JINYHYIO0 UHPOPMALIUIO. 3II0yMBIIIICHHUKA MOTYT
UCIIOJIB30BaTh Jake MH(POPMAIMIO O TOM, KaK Thl U TBOM POAUTENIM IJIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. Bamuimiail CBOIO penmyTaluio - IepKu €€ B UUCTOTE U 3a/1aBail cebe BOmpoc:
XOTeq OBl Thl, YTOOBI APYrMe TOJIL30BATEIU BHJIEIU, YTO Thl 3arpyxaeuib?
[Togymaii, mpexie 4eMm 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecii TBI TOBOPHILB C JKOJAbMHU, KOTOPBIX HE 3HAClUIb, HE HUCIIOJIB3YH CBOE
peanbHOE UM U IPYTryI0 JUYHYI0 MH(OPMAIMU: UMs, MECTO JKUTEIbCTBA, MECTO
y4eObl U poYee;

5. U30berait pazmemnienus: gororpaduii B UHTepHere, rae Thl M300pakeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPECITUTh TBOE MECTOTIOIOKCHHE;

6. [Ipu perucrpaiuu B COIMAIbHON CETH HEOOXOAMMO UCTIOb30BaTh CJI0KHbIE
MapoJI, COCTOSAIIME U3 OYKB U UPP U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jlnig conuanbHOM CETH, OYTHI U APYTUX CAUTOB HEOOXOAMMO UCIIOJIb30BATh
pasHble naposiu. Torja eciau Te0s B3IOMaI0T, TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.



DJIeKTPOHHBIE IeHbI'N

OJIeKTPOHHBIC JIEHBIU - 3TO OYCHb YJIOOHBIM CrmocO0 TIaTexed, OJHAKO
CYILIECTBYIOT MOIIIEHHUKHU, KOTOPBIE XOTAT MOJYUYUTh 3TH JICHBIH.

3J’ICKTpOHHI)Ie ACHBI'H ITTOABHJIMCH COBCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO
MHOTI'UX T'OCYIapCTBaXx 0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3dKOHAX.

B Poccun sxe oHM (YHKIIMOHUPYIOT U O HUX Y€ MPOMHICAHO B 3aKOHE, TJIe UX
pa3AeIOT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. PazHuna B TOM,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UACHTU(UKALIMY TIOJb30BATENSA, @ B HEAHOHUMHBIX UJACHTU(PUKALUS [10JIb30BATENS
ABIISIETCS 00A3aTEIBHOM.

Taxke criemyeTr pas3nuuarh OJJEKTPOHHbIE (UATHBIE JIEHbIU (pPaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30IMacHON PadOTe C NEKTPOHHBIMU JIEHbAMU:

1. ITpuBsixu K cyeTy MOOUIIBHBIN TenedoH. ITO caMblil YAOOHBIN U OBICTPBIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsi3aHHBIA TenepOH MOMOXKET, €CIH
3a0yJenb CBOM IUIaTEXHBIM MMAapojib WM 3alJellb Ha CalT ¢ HE3HAaKOMOTo
YCTPOWCTBA;

2. Hcnonb3yii opHopa3oBble maposu. [locie mepexona Ha YCHIIEHHYIO
aBTOpU3aLUI0 TeOe yKe He OyIeT yrpokaTh ONACHOCTb KpaXK WIIM IepexBara
IUTATEXHOTO MapoJIs;

3. BoiOepu cioxubiii mapoinb. lIpectymuukam Oyner HE MPOCTO yrajaaTh
CJIOXHBIN naposb. HagexHsle maponu - 3To mapoiu, KOTOPbIE COEpkKaT HE MEHee
8 3HAKOB M BKJIIOYAIOT B €€051 CTPOUYHBIE U MTPOMHUCHBIE OYKBBI, HU(PPHI U1 HECKOJIBKO
CUMBOJIOB, TaKME€ KaK 3HAaK J0JIapa, (PyHTa, BOCKJIMIATENIbHBIA 3HAK U T.IL
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSCIIIb.



JIEKTPOHHAs MOYTA

DNeKTpoHHAs! MOYTa - 3TO TEXHOJIOTHS M MPEIOCTaBIsiEeMbIe €10 YCIYyTH T10
NEPECHUIKE U MOJTYYEHHUIO AJIEKTPOHHBIX COOOIIEHUM, KOTOPbIE paclpeesioTcs B
KOMITbIOTEPHON ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISAIUAT
CJIeIyIoUUM 00pa3oM: UMsI_TOb30BaTeasi(@umMs_JoMeHa. Takxe Kpome nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEepe/iaBaTh (ailibl.

OcHOBHBIE COBETHI IO 0€30MacHON PabOTe C NEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh mpaBUIIBHBIM NOYTOBBIM cepBUC. B uHTEpHETE €cTh
OTPOMHBIN BEIOOP OECIUIATHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIyUlle TOBEPSTH TEM,
KOI'O 3HaeIllb U KTO IIEPBBII B PEUTHHIE;

2. He yka3pIBaii B TMYHOM MouTe JUYHYIO0 HHGOpMalmoo. Hanpumep, myurie
BBIOpATh "My3bIKaIbHBIN (panaT@" unu "pok2013" BmecTo "Temal3";

3. Mcnonb3yil IBYXATAHYIO aBTOPHU3AIMIO. ITO KOTAa IOMUMO TapOoJisi HYKHO
BBOJUTH KOJ, MpUChUIaeMblid M0 SMS;

4. BeiOepu CloXKHBIA Maposib. s KaK10ro mMo4YTOBOTO SIIIMKA JOJKEH OBITh
CBOW HAJEKHBIN, YCTOWUUBBIN K B3JIOMY [1apOJib;

5. Ecmu ectb BO3MOXKHOCTH HalKCaThb CaMOMYy CBOM JIMYHBIA BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOKHOCTb;

6. Mcnonb3yi HECKOIBKO MOYTOBBIX AMMKOB. [ [epBbIN 11 4aCTHOM NEPENUCKHU
C ajpecaraMH, KOTOPBIM Thbl JOBEpsCIIb. OJTO 3JEKTPOHHBIA aJpec HE HAJo
UCIOJIb30BaTh NPU PETUCTPALIMU Ha OpyMax U caiTax;

7. He oTkpwiBail (ailibl U Apyrue BIOKEHHUS B MUChMAaxX, JaKe €CIM OHU
IOPUIILTA OT TBOWX JApy3el. Jlydille yTouHu y HUX, OTIPABISUIM JIM OHH TeOe ITH
(aiinbl;

8. ITocne okoHUaHus1 pabOThI HA TOYTOBOM CEPBUCE NEPE]] 3aKPHITHEM BKIIAIKU
C cailToM He 3a0yAb HaXXaTh Ha "BeiidTi".



KubepOy/uIMHT WM BUPTYaJIbHOE H3/1€BATEJILCTBO

KubepOymmar - npecie0BaHue COOOIIIECHUSMU, CoJIep KaIlUMHU
OCKOpPOJICHMS, arpeccuio, 3alyruBaHue; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHKE C MIOMOIIBIO PA3TMIHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 110 O0pHOE C KHOEPOYIUTMHTOM:

1. He Gpocaiicst B 60#. Jlyummii crmoco6: mocoBeTOBAaThCA KakK ce0sl BECTH H,
€ClIi HEeT TOro, K KOMY MOXKHO OOpaTHThCS, TO BHadalleé YCIOKOUTHCA. Eciu ThI
HAYHEIIh OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJBKO emie OoJbIie
pa3oXxoKenIb KOH(IUKT;

2. Yupagisii cBoell kKubeppermyTauuei;

3. AHOHUMHOCTB B ceTu MHUMas1. CyIleCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
32 aHOHMMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUWA 00pa3 BHUPTyaJlbHOW >Xu3HU. MHTEpHeT
¢ukcupyeT Bce TBOM JEUCTBUS M COXpaHAET MX. YAAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobmroail CBOIO BUPTYAJIBbHYIO YECTh CMOJIOJY;

6. Urnopupyiét enuHW4HBIM HeratuB. OJIHOpa30BbIE OCKOPOUTEIHHBIC
COOOIICHHMS JTyullle UTHOpUpOoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha Ha4albHON
CTaJluu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKUA COOOIIECHUH C
ONPEICIICHHBIX aJPECOB;

8. Ecnu ThI cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNUTh MPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHMBAIOTCS HETaTUBHO,
HOJIepKaTh KEPTBY, KOTOPOW HYy)KHA IICHUXOJIOTMYECKas IOMOIb, COOOIIMTH
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHHUS B CETH.



MooOuiabHbIi TesaedoH

CoBpemenHble cMapTHOHBI U TUIAHIIETHI COJiepKaT B ce0e BIIOJIHE B3POCIbII
GyHKIIMOHAT, W Temepb OHM MOTYT KOHKYPHPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmbioTepamu. OJTHAKO, CPEJCTB 3aIUThI IS MOJOOHBIX YCTPONUCTB MOKa OYEHb
MaJio. TecTupoBaHUE 1 TOMCK YSI3BUMOCTEN B HUX MPOUCXOIUT HE TAK MHTCHCUBHO,
kak ju1s [1K, To e camoe kacaeTcs U MOOUITbHBIX MPUIIOKEHUM.

CoBpeMeHHbIe MOOUIIbHBIE Opay3epbl yKe MPAKTUUECKH JIOTHAJIA HACTOJIbHbBIC
aHaJIOTH, OJHAKO pacuIMpeHue (yHKIMOHAIAa BIEYET 3a CO0OW OOJNBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

I[aJ'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ'ICHI/I51, 3daKPbIBAIOIIUC
KPUTHUYICCKUC YA3BUMOCTHU IAJISI CBOUX yCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e3011aCHOCTH MOOMJIBHOTO TGJ'IC(i)OHaI

Hudero He sBisieTcss mo-HacToseMy OecruiaTHeIM. Byabs ocTtopokeH, Bedb
Korja tebe mpenararT OecrjaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KakHe-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexie uem otnpaButb SMS, ¢hoTo miu Bu1€0. Thl TOUHO 3HACIID, TIE
OHM OYJyT B KOHEUHOM UTOTE?

Heo6xoa1mo 0OHOBIISTH ONEPAIMOHHYIO CUCTEMY TBOET0 CMapT(hOHa;
Hcrnonb3yilt aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyaii mpuiaoXeHHs OT HEHW3BECTHOIO HMCTOYHHKA, BEAb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOTrPaMMHOE 00CCIICUCHUE;

[locne Toro xak Thl BBIAJEUIL C CaidTa, TJ€ BBOAWI JUYHYIO WH(POpMALHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

[Teprioaudeckn TpoBepsiii, KaKKe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMeEpE;

JlaBaii cBOl HOMEp MOOMJIBHOTO Tele(poHa TOJIBKO JIOJSAM, KOTOPBIX TbI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth gomkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE mMoJib3yemibcs. He
3a0bIBail KHOT 1A POBEPSATH ITO.



Online urpsi

COBpCMCHHI)Ie OHJIafIH-I/IFpLI - 9TO KPpAaCOYHBIC, 3aXBAThIBAIOIIHNC PA3BJICUCHUA,
06’bC,Z[HHHIOHH/I€ COTHH TBICAY YCJIOBCK I10 BCCMY MHUDY. HFpOKI/I HCCIICAYIOT I[&HHLIIZ
UM MUDp, 06HIaIOTCH APYT C APpYTOM, BBIITIOJIHAIOT 3a/IaHUA, CPAKAIOTCA C MOHCTpaMHU
H I10JIy4aroT OIIBIT. 3a YOOBOJIBCTBUC OHH INIATAT: IIOKYIIAOT JHUCK, OINIAYUBAIOT
a00OHEMCHT UJIH HpI/IO6p€TaIOT KaKHC-TO OIIIHUH.

Bce aTu cpeacTsa uayTt Ha noaaep:KaHUE U pa3BUTHUE UIPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
nat4yu (MuQpoBbIe 3aIIaTKU ISl POTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B mogo0HbBIX UTpax CTOUT OMAcaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kd TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AlUK OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI 110 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKAayHTa:

1. Ecniu npyroit urpok BeneT cels MIOXO0 WM co3/1aeT Te0e HEMpUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. HO)KEUIYﬁCH AIMUHHUCTPATOPAM HUI'PBI HAa INIOXOC ITOBCACHHUC 3TOI'O UI'POKA,
KCJIATCIBbHO ITPHUIIOKUTDb KaKHUC-TO JOKA3aTCIbCTBA B BUIAC CKPHUHOB,

3. He yka3biBaiil tuunyto nHpopMaIuio B mpodaiiie urpsl;
4. YBaxkail Ipyrux y4acTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBUpPYC. [loka ThI Urpaems,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.



OUITHHT WA Kpaika JIMYHBIX JaHHbIX

OOBIYHOM KpaXkel JeHeT U JOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBHIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKA TEPEMECTHUINCh B
WHTEPHET, U MPOJA0JIKAIOT 3aHUMAThCA " THIOOUMBIM" JIETIOM.

Tak mosBHIach HOBas yrpo3a: HMHTEPHET-MOIICHHUYECTBA WM (DUIIHHT,
rJIaBHAs IIeJb KOTOPOTO COCTOMT B TIONYYCHUU KOH(PHICHIMAIBHBIX JTaHHBIX
HI0JIb30BATEJICH - IOTMHOB U naposield. Ha anriuiickom si3bike phishing unraeTcs kak
¢bummuaT (0T fishing - peiOHast 0B, password - maposs).

OcHoBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciii ThI TO/103peBacIiib, 4TO TBOS aHKETa Obla
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKHMpOBATh €€ W COOOIIUTh aIMUHHUCTpATOpaM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. HCHOHB?)Yﬁ Oe3o0macHbIe Be6-CaﬁTbI, B TOM 4YHCJIC, HHTCPHCT-Mara3mHOB H
ITIOUCKOBBIX CUCTCM,

3. Hcnonb3yil cnokHble W pas3Hble Mapoiu. Takum oOpaszoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B3JI0MaJId, TO HEOOXOANMO NMPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI y T€0S B APY3bsiX, O TOM, UTO T€Os B3JIOMAJIU U, BO3SMOKHO, OT
TBOET0 UMEHH OyJI€T PacCchlUIaThCA CllaM U CChUIKM Ha (PUILIMHTOBBIE CATHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOWIbHBIN TenedoH;
6. OTKII0YM COXpaHEHHUE TaposIsl B Opay3epe;

7. He oTkpwiBaii (ailibl U Apyrue BIOKEHHUS B MUChMax, JaKe €CIM OHU
MPUIILTA OT TBOWX JApy3el. Jlydile yTouHu y HUX, OTIPABISUIM JIM OHH TeOe ITH
(baibl.



Hugposas penyranus

Hudposas penyranus - 3T0 HEraTUBHAs WM MO3UTUBHAS UH(POpPMALIUS B CETH
o tebe. KommpomeTupyromas nHpopMaius, pa3MellleHHas B UHTEPHETE, MOKET
CEpbEe3HBIM 00pa3oM OTpa3UThC Ha TBOeH peanbHOM xu3HU. "Lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIN opMupyercs u3 uHdopmaiuu o Tede B
UHTEpHETE.

TBoe MmecTo KUTCJIBCTBA, y‘{e6bl, TBOC (1)I/IH8,HCOBO€ IIOJIOKCHHUC, 0COOCHHOCTH
XapaKTepa U paCcCKa3hbl O OJM3KHUX - BCE 9TO HAKAIJINBACTCS B CETH.

MHorue TOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K TYOJMKAIMH JIMYHOM
uHpopMainu B VIHTepHETE, HE TMOHMMAasi BO3MOXKHBIX MOCIEACTBUM. Thl maxke He
CMOJKEIIIb JOTaaaThCs 0 ToM, 4To (pororpadus, pasMemeHHas 5 et Ha3aj, craja
NPUYUHON OTKA3a MPUHATH T€OS Ha paloTy.

KommenTapuu, pa3melienue TBoux portorpaduii u 1pyrue 1eHCTBUS MOTYT HE
MCYE3HYTh JaXe MOCJE TOT0, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3TY
uH(pOpMaIMIO, MoMaja JM OHAa B MOUCKOBBIE CUCTEMBbI U COXPAHWJIACH JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOE OKPYKAIOIIUE JIFOAN, KOTOPhIE HAAYT U YBUIAT
s10. Haiitn MHpOpMalnio MHOTO JET CIYCTS CMOXET JH00M - Kak M3 J00phIX
noOyX/I€HH, TaK U C HAMEPEHUEM MPUUUHUTH BPEI. ITO MOKET OBITh KTO YTOAHO.

OcCHOBHBIE COBETHI 110 3aIIUTE UPPOBOH peITyTaIUU:

1. IToxymaii, mpesxie 4eM 4TO-TO MyOJUKOBATh M MepeiaBaTh y cebs B Oyore
WJIH B COIMAJILHOM CETH;

2. B mnactpoiikax mpo¢uis yCTaHOBH OTPpaHUYEHHUS Ha MPOCMOTP TBOETO
npoduIsl U €ro COAEPKUMOTro, cliesai ero ToabKo "1 aApyseit'”;

3. He pa3memaii 1 He yka3biBail HH(POpPMAIIUIO, KOTOpasi MOXKET KOTro-JM0o
OCKOPOJISITh WJIH OOMXKATh.



ABTOpCKOeE IPaBo

CoBpeMeHHbIE  NIKOJBbHUKH - AaKTUBHBIE TI0JIb30BaTeNd  LU(PPOBOTO
npoctpancTBa. OJHAKO JajdeKko HE BCE 3HAIOT, 4YTO IMOJb30BAaHWE MHOTHUMU
BO3MOXHOCTSIMU  LMppoBOoro  Mupa  TpeOyeT  coONoIeHHs TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEINEKTyalbHas COOCTBEHHOCTH"' OTHOCHUTCS K Pa3IMIHBIM
TBOPEHHSIM 4EJOBEYECKOI'0 yMa, HauyMHas C HOBBIX HM300pETEHHH M 3HAKOB,
0003HaYarOMUX COOCTBEHHOCTh HAa MPOMYKTHI U YCIYTH, U 3aKaHYMBAs KHUTAMH,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU MTPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IIpaBa Ha HMHTEJUIEKTYaJlbHYIO COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHE IPAaBa BBICTYIIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HHTEIUIEKTYyaJbHBIN/TBOPUECKHM TPYyJl aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOU3BOJHUTH €0  NPOU3BEICHHUE,
pacnpocTpaHsaTh, NYOJIUYHO JEMOHCTPUPOBATH, IPOJaBaTh, HMIIOPTUPOBATH,
IyCKaTh B MPOKAT, IMyOJIMYHO HCHOJIHATH, MMOKA3bIBATH/UCIONHATh B 3(UpE WU
pasmewats B MHTepHeTe.

Ucnonb3oBanue "muparckoro’ mporpaMMHOT0 00eCieYeHUsI MOKET MPUBECTH
K MHOTUM PHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM J10 OJIOKUPOBKU TBOETO
YCTPOMCTBA, TJIe yCTaHOBJICHA HeJleralibHas mporpamma. He ctout Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETajbHbIE M OECIIaTHBIE TPOrPAMMBI, KOTOPbIE MOKHO HAUTH B
CETH.

O noprane

CeteBUUOK.p( - TBOM IJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTU B CETH MOHSATHBIM U JOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH y4dacTUE B
KOHKYpCaxX U CTaTh CaMbIM IIU(DPOBHIM IpakTaHUHOM !



